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Protection in Indonesia, with a focus on Law No. 27 of 2022 (PDP
Law). Using a qualitative approach based on library research and
normative analysis of regulatory texts and academic literature, this study
combines contextual integrity theoretical framework and privacy
damage map to evaluate the compatibility between ethical principles
(informed consent, transparency, accountability, minimization) and the
legal provisions contained in Articles 20-21, Articles 3046, Articles

Informed Consent

51-56 of the PDP Law. The findings show that the PDP Law provides
a normative foundation that is in line with ethical principles of
communication, such as recognition of subject rights, DPIA
obligations, and data breach notification obligations, but there is an
operational gap due to formalistic consent practices, dependence on
third parties, limited institutional capacity, and unfinished implementing
regulations. This study also compares international experiences from 13
countries, such as the EU GDPR, Singapore’s PDPA, China’s PIPL,
and other country models to formulate adaptive lessons.
Recommendations include the implementation of ptivacy by design, a
pre-campaign DPIA checklist, standardization of concise ptivacy
notices and granular consent options, strengthening the role of the
DPO and strict contractual clauses with vendors, and accelerating
implementing regulations and capacity building programs. The novelty
of the research lies in the integrative mapping of articles versus ethical
principles, which produces specific operational recommendations for
public relations units and policymakers.
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1. Introduction

The development of digital technology over the past decade has accelerated the flow of
information and changed the way organizations collect, process, and store personal data (Imran et al.,
2021; Paul et al., 2024). The scale of data breaches and incidents shows a significant upward trend, with
many international empirical studies noting a surge in the average cost of handling breaches and the
number of accounts exposed, signaling major financial and reputational risks for organizations (Avanzi
et al,, 2025; Li et al., 2023; Zhang et al., 2022). Globally, the average cost of data breaches continues to
rise and the volume of exposed accounts has skyrocketed in recent years (see Figure 1) (White &
Koskey, 2025).

In the Indonesian context, a number of major incidents involving data leaks from platforms and
government agencies confirm that this vulnerability is real and recurring. According to a report by
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Surfshark, Indonesia ranks 13th globally in terms of the number of data leaks, with a total of 156.8
million data leaks since 2004 to April 15, 2024 (Latifa, 2024). Some of these incidents involve the
leakage of personal data from important state institutions (see Table 1) (Toruan, 2025). These facts
make personal data protection a strategic issue for modern organizational communication practices.
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Figure 1. Global Data Breach Costs (measured in millions of USD), Source: White & Koskey (2025).

Table 1. Personal Data Breaches in Indonesia (2023-2024)

Agency/Institution Year Data Breach
Directorate General of Population and Civil 2023  Approximately 337 million resident data
Registration (Dukcapil)
Bank Syariah Indonesia (BSI) 2023 Approximately 15 million customer data
Official YouTube channel of the House of 2023  Approximately 2 million customer data
Representatives (DPR)
Taxpayer Identification Number (NPWP) 2024  Approximately 6 million data
Temporary National Data Center (PDNS) 2 2024 Approximately USD 8 in damages

Surabaya

Source: Toruan (2025).

The urgency of organizational communication ethics arises from the need to balance corporate
communication objectives with respect for individual privacy rights, such as transparency, marketing,
and public relations (Fritz, 2022; Shaya & Ahmad, 2024). Public relations and public communication
practices often involve the collection and publication of data on customers, stakeholders, and audiences,
which, if not managed ethically, can lead to rights violations, loss of trust, and legal sanctions (Celik et
al., 2025; Gérpe & Oksiiz, 2024; Sutherland et al., 2020).

In Indonesia, this context is further reinforced by the enactment of Law Number 27 of 2022
concerning Personal Data Protection (PDP Law), which regulates the rights of data subjects and the
obligations of controllers (Republik Indonesia, 2022), but ethical challenges remain complex due to
formalistic consent practices, the use of third parties, and the need for organizations to remain effective
in communication (Supeno et al., 2025; Widiatedja & Mishra, 2023). Therefore, a study of the ethics of
organizational communication within the legal framework is urgent.

Several relevant previous studies have provided for this study. Studies on ethical challenges in
digital public relations by Hagelstein et al. (2024) and Ashby-King et al. (2025) show that ethical values
such as authenticity of consent and data protection need to be internalized in public relations practices
so that they do not become mere administrative formalities. Their research emphasizes the need for
procedures that are capable of responding to the realities of digital practices. Recent research by Yourell
et al. (2025) in digital health companies shows a positive relationship between privacy policy
compliance, technological ethical awareness, and user privacy protection, indicating that regulation
needs to be balanced by the capacity of organizations to implement technical ethics and governance.
These findings are relevant for framing normative hypotheses in library research studies.
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Other relevant studies highlight aspects of law enforcement and data breach cases in Indonesia.
One study by Abdillah et al. (2024) on the frequency and factors causing national data breaches shows a
pattern of recurring technical and procedural weaknesses, confirming that the risks are not only
technical but also organizational. In addition, studies examining the obstacles to the implementation of
the PDP Law in Indonesia and comparing it with other countries, such as studies by Syailendra et al.
(2024), Natamiharja & Setiawan (2024), and ‘Aisyi et al. (2025), identify real obstacles, such as the
unfinished derivative regulations and the absence of a strong supervisory authority, which can have
implications for the effectiveness of legal protection. The aforementioned studies have provided a
critical context for ethical studies because they reveal the gap between expected legal norms and data
management practices in the field.

Based on a review of the literature and regulatory developments, there is a clear research gap,
although there are technical studies and studies on the implementation of the law, there are still few
studies that specifically combine an analysis of organizational communication ethics with a normative
review of the provisions of the PDP Law. The novelty of this research lies in its integrative
approach—Ilinking ethical principles of communication, such as informed consent, transparency, data
minimization, and non-maleficence, with an analysis of the provisions in the PDP Law to assess the
extent to which legal provisions provide an ethical basis for public relations practices, as well as to
identify areas where professional ethics must fill regulatory gaps. In addition, this study offers practical
recommendations based on a legal vs. ethical matrix that can be directly applied by organizational
communication units.

The research question in this study is how the provisions of the PDP Law regulate the
responsibility of organizational communication towards data subjects, as well as which principles of
organizational communication ethics are most crucial and problematic when faced with the provisions
of the PDP Law in public relations practice. The objectives of this study are to analyze key articles in
the PDP Law that are relevant to organizational communication practices, evaluate the compatibility
and contradictions between legal provisions and ethical communication principles, and develop ethical
recommendations and practical policies for public relations units to enable them to fulfill their legal
obligations while maintaining the integrity of communication ethics.

2. Literature Review

2.1. Contextual Integrity

The theory proposed by Nissenbaum (2004) places privacy not as an abstract right or mere
individual control over data, but rather as compliance with norms of information sharing determined
by a specific social context. According to this theory, the appropriateness of data exchange is assessed
using three main parameters: (1) actors, namely who sends and receives the data; (2) attributes, namely
the type or nature of the information; and (3) transmission principles, namely the principles or
conditions that govern the flow of information, such as consent, confidentiality, or purpose of use.

When one of these parameters changes, contextual integrity is violated. For example, data that
was originally shared in the context of healthcare services is suddenly published for commercial
purposes (de Groot, 2024). This theory of contextual integrity is useful for analyzing organizational
communication because it requires a normative evaluation of digital data collection and dissemination
practices in accordance with different communication contexts, rather than merely technical
compliance with regulations (Kumar et al., 2024).

2.2. Taxonomy of Privacy

Solove (20006) offers a taxonomy of privacy that helps identify how privacy violations impact
individuals and society. Instead of defining privacy as a single concept, this theory groups violations
into several categories, namely collection, storage, processing, and dissemination. Collection refers to
excessive data collection; the storage category can include the risks of accumulation and profiling;
processing includes misuse or misleading analysis; and dissemination can take the form of leaks or
unauthorized publication (de Oliveira-Martins & Gongalves-Sant’Ana, 2024; Rabitti et al., 2025).
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In addition, there is the category of invasion, which includes surveillance and personal intrusion.
This taxonomy of privacy map facilitates ethical assessment because every organizational
communication action can be inventoried according to the type of potential damage, such as whether it
increases the risk of discrimination, damages reputation, reduces individual autonomy, or causes fear or
discomfort (Chapman et al., 2025). This framework is useful for formulating mitigation concepts that
are both ethical and operational.

2.3. Organizational Communication Ethics

In the realm of organizational communication ethics, there are several core principles that
complement each other: informed consent, accountability, transparency, and non-maleficence (Bisel &
Mahutga, 2024). Informed consent requires that the subject’s consent be based on sufficient, clear, and
accessible information that is not merely a legalistic checkbox. This requires a communication format
that is easily understood by the audience (van Goidsenhoven & de Schauwer, 2022). Accountability
means that organizations are responsible for data management policies and practices—including
documentation, internal audits, and remediation mechanisms in the event of violations (Mager et al.,
2025; Wasserman, 2024).

Then there is transparency, which requires organizations to explain the purpose, scope, and
parties that have access to the data, so that the public can assess the risks and benefits (Lee & Li,
2021). Non-maleficence, or the principle of doing no harm, requires organizations to minimize
potential harm through data minimization, technical protection, and ethical use policies (Croce, 2023).
Together these principles provide a normative foundation that can be operationalized in public
relations policies and organizational communication guidelines related to personal data.

3. Methods

This research method is qualitative in nature, using a library research approach and normative-
analytical analysis of documents (Rushagama, 2024). Primary data analyzed includes the text of Law
Number 27 of 2022 concerning Personal Data Protection (PDP Law) and relevant regulations.
Secondary data consists of academic literature in the form of journal articles, books, institutional
reports, verified media articles, and published privacy policies or internal organizational standards.
Analysis stage uses close reading and thematic content analysis techniques to extract legal norms,
controller obligations, and ethical issues that arise in organizational communication practices.

The findings are reduced to a norm vs. ethical principle analysis matrix that facilitates direct
comparison between legal provisions and professional ethical demands. Analytical process includes
document codification, grouping of ethical themes, and synthesis of normative arguments to formulate
practice and policy recommendations. Validity of the findings is maintained through source
triangulation, transparent documentation of the analysis steps, and cross-checking of primary
references (Christou, 2022; Santos et al., 2020).

4.  Results and Discussion
4.1. Organizational Communication under the PDP Law

The PDP Law contains a series of data subject rights that directly impact organizational
communication practices, particulatly the rights of access, correction, transfer, and deletion of data
(Supeno et al,, 2025; Syailendra et al., 2024; Widiatedja & Mishra, 2023). The technical provisions
regarding access rights and the obligation to correct or provide copies are contained in Articles 30 to 33,
which read as follows (Republik Indonesia, 2022):

Article 30 paragraph (1): “The Personal Data Controller shall update and/or correct errors
and/or inaccuracies in Personal Data no later than 3 x 24 (three times twenty-four) hours from
the time the Personal Data Controller receives a request for updating and/or correction of
Personal Data.” Paragraph (2): “The Personal Data Controller shall notify the Personal Data
Subject of the results of the update and/or correction of Personal Data.”
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Article 31: “The Personal Data Controller shall record all activities related to the processing of
Personal Data.”

Article 32 paragraph (1): “The Personal Data Controller shall provide the Data Subject with
access to the Personal Data being processed along with the processing trail of the Personal Data
in accordance with the storage period of the Personal Data.” Paragraph (2): “The access referred
to in paragraph (1) shall be provided no later than 3 x 24 (three times twenty-four) hours from
the time the Personal Data Controller receives the access request.”

Article 33: “The Personal Data Controller shall refuse to grant access to change Personal Data to
the Personal Data Subject in the event that: a. it endangers the security, physical health, or mental
health of the Personal Data Subject and/or other persons; b. it results in the disclosure of
Personal Data belonging to other persons; and/or c. it conflicts with national defense and
security interests.”

Meanwhile, the rights of erasure and destruction are regulated in Articles 42 to 45, as follows
(Republik Indonesia, 2022):

Article 42 paragraph (1): “The Personal Data Controller shall terminate the processing of
Personal Data in the event that: a. the retention period has been reached; b. the purpose of
processing Personal Data has been achieved; or c. there is a request from the Subject of Personal
Data.” Paragraph (2): “The termination of Personal Data processing as referred to in paragraph
(1) shall be carried out in accordance with the provisions of laws and regulations.”

Article 43 paragraph (1): “The Personal Data Controller shall delete Personal Data in the event
that: a. Personal Data is no longer necessary for the achievement of the purpose of Personal Data
processing; b. the Personal Data Subject has withdrawn consent for the processing of Personal
Data; c. there is a request from the Personal Data Subject; or d. Personal Data is obtained and/or
processed unlawfully.” Paragraph (2): “The deletion of Personal Data as referred to in paragraph
(1) shall be carried out in accordance with the provisions of laws and regulations.”

Article 44 paragraph (1): “The Personal Data Controller shall destroy Personal Data in the event
that: a. the retention period has expired and it is stated that it shall be destroyed based on the
archive retention schedule; b. there is a request from the Personal Data Subject; c. it is not related
to the settlement of a legal case; and/or d. Personal Data has been obtained and/or processed
unlawfully.” Paragraph (2): “The destruction of Personal Data as referred to in paragraph (1) shall
be carried out in accordance with the provisions of laws and regulations.”

Article 45: “The Personal Data Controller shall notify the Personal Data Subject of the deletion
and/or destruction of Personal Data.”

For public relations units, the implication is that any material that collects or displays personal
data must have a mechanism to fulfill requests for access, correction, or deletion within the period
specified by the PDP Law, as well as include information on the process of submitting such rights in
public communications and privacy policies (Wachid et al., 2024).

The PDP Law also requires controllers to implement operational data protection principles,
including the obligation to conduct a Data Protection Impact Assessment (DPIA) for high-risk
processing, as well as technical and organizational obligations to maintain the security, confidentiality,
and integrity of data CAisy et al., 2025; Mardyansyah et al., 2025). The provisions refer to Articles 34 to
39, as follows (Republik Indonesia, 2022):

Article 34 paragraph (1): “The Personal Data Controller shall conduct a Personal Data Protection
impact assessment in cases where the processing of Personal Data has a high potential risk to the
Personal Data Subject.” Paragraph (2): “The processing of Personal Data that has a high potential
risk as referred to in paragraph (1) includes: a. automated decision-making that has legal
consequences or significant impact on the Data Subject; b. processing of specific Personal Data;
c. processing of Personal Data on a large scale; d. processing of Personal Data for systematic
evaluation, scoring, or monitoring activities of Personal Data Subjects; e. processing of Personal
Data for matching or combining groups of data; f. use of new technology in the processing of
Personal Data; and/or g. processing of Personal Data that restricts the exercise of the rights of
Personal Data Subjects.” Paragraph (3): “Further provisions regarding the assessment of the
impact of Personal Data Protection are regulated in Government Regulations.”

Wamda Igwatul Qofifab et al. (Organizational Commmunication Ethics)



52

SHT SHYA: Studies and Perspectives on Law and Justice
Vol. 2, No. 1, January 2026, pp. 47-63

Article 35: “The Personal Data Controller shall protect and ensure the security of the Personal
Data it processes by: a. developing and implementing technical and operational measures to
protect Personal Data from interference with the processing of Personal Data that is contrary to
the provisions of laws and regulations; and b. determining the level of security of Personal Data
by taking into account the nature and risks of the Personal Data that must be protected in the
processing of Personal Data.”

Article 36: “In processing Personal Data, the Personal Data Controller shall maintain the
confidentiality of Personal Data.”

Article 37: “The Personal Data Controller shall supervise every party involved in the processing
of Personal Data under the control of the Personal Data Controller.”

Atrticle 39 paragraph (1): “The Personal Data Controller shall prevent Personal Data from being
accessed unlawfully.” Paragraph (2): “The prevention referred to in paragraph (1) shall be carried
out by using a security system for Personal Data that is processed and/ot processing Personal
Data using an electronic system that is reliable, secure, and responsible.” Paragraph (3): “The
prevention referred to in paragraph (2) shall be carried out in accordance with the provisions of
laws and regulations.”

In addition, Articles 40 to 41 regulate the termination, postponement, and restriction of

processing if the subject withdraws their consent or files an objection (Republik Indonesia, 2022):

Article 40 paragraph (1): “The Personal Data Controller shall cease processing Personal Data in
the event that the Personal Data Subject withdraws their consent to the processing of Personal
Data.” Paragraph (2): “The cessation of Personal Data processing as referred to in paragraph (1)
shall be carried out no later than 3 x 24 (three times twenty-four) hours from the time the
Personal Data Controller receives the request to withdraw consent for the processing of Personal
Data.”

Article 41 paragraph (1): “The Personal Data Controller shall be obliged to delay and restrict the
processing of Personal Data, either partially or in whole, no later than 3 x 24 (three times twenty-
four) hours from the time the Personal Data Controller receives the request for delay and
restriction of the processing of Personal Data.” Paragraph (2): “The suspension and restriction of
Personal Data processing as referred to in paragraph (1) shall be exempted in the following cases:
a. there are provisions in laws and regulations that do not allow the suspension and restriction of
Personal Data processing; b. it may endanger the safety of other parties; and/or c. the Personal
Data Subject is bound by a written agreement with the Personal Data Controller that does not
allow for the postponement and restriction of Personal Data processing.” Paragraph (3): “The
Personal Data Controller shall notify the Personal Data Subject that the postponement and
restriction of Personal Data processing has been carried out.”

In the context of organizational communication, this provision requires the application of privacy

by design in the campaign process, for example, risk assessment prior to the launch of a survey,
retention policy audits prior to data redistribution, and internal procedures to stop processing if the
subject’s request is fulfilled (Alnajrani & Norman, 2020).

The division of roles between controllers and processors is also regulated in detail in Articles 51

to 52, which contain the obligations of processors to process only based on the instructions of the
controller and the rules for the involvement of sub-processors, as well as the responsibilities if the
processor acts outside of the instructions (Republik Indonesia, 2022):

Article 51 paragraph (1): “In the event that the Personal Data Controller appoints a Personal
Data Processor, the Personal Data Processor shall process Personal Data based on the
instructions of the Personal Data Controller.” Paragraph (2): “The processing of Personal Data as
referred to in paragraph (1) shall be carried out in accordance with the provisions set forth in this
Law.” Paragraph (3): “The processing of Personal Data as referred to in paragraph (1) is the
responsibility of the Personal Data Controller.” Paragraph (4): “The Personal Data Processor
may involve other Personal Data Processors in the processing of Personal Data.” Paragraph (5):
“A Personal Data Processor must obtain written consent from the Personal Data Controller
before involving another Personal Data Processor as referred to in paragraph (4).” Paragraph (6):
“In the event that a Personal Data Processor processes Personal Data outside the orders and
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purposes set by the Personal Data Controller, the processing of Personal Data shall be the
responsibility of the Personal Data Processor.”

Article 52: “The provisions regarding the obligations of the Personal Data Controller as referred
to in Articles 29, 31, 35, 36, 37, 38, and 39 also apply to the Personal Data Processor.”

The PDP Law further regulates the appointment of officials or officers who carry out data
protection functions, often referred to as Data Protection Officers (DPOs), in Articles 53 to 56, with
minimum duties including monitoring compliance and providing advice to controllers ot processors.
This applies to public relations professionals who work intensively with vendors, such as analytics
platforms or advertising agencies (Sumandiyar et al., 2023). These articles require strict contractual
clauses, written consent for sub-processors, and clear internal communication channels between the
communications, legal, and DPO teams to ensure that each party understands the limits of processing.
As stated in the articles (Republik Indonesia, 2022):

Article 53 paragraph (1): “Personal Data Controllers and Personal Data Processors shall appoint
an official or officer to perform the function of Personal Data Protection in the following cases:
a. processing of Personal Data for the purposes of public services; b. the core activities of the
Personal Data Controller have a nature, scope, and/or putpose that requites regular and
systematic monitoring of Personal Data on a large scale; and c. the core activities of the Personal
Data Controller consist of the processing of Personal Data on a large scale for Personal Data that
is specific in nature and/or Personal Data related to ctiminal acts.” Paragraph (2): “Officials or
officers who carry out the Personal Data Protection function as referred to in paragraph (1) shall
be appointed based on their professionalism, knowledge of the law, Personal Data Protection
practices, and ability to fulfill their duties.” Paragraph (3): “Officials or officers who carry out the
functions of Personal Data Protection as referred to in paragraph (2) may come from within
and/or outside the Personal Data Controller or Personal Data Processor.”

Article 54 paragraph (1): “Officials or officers who carry out Personal Data Protection functions
have at least the following duties: a. to inform and advise Personal Data Controllers or Personal
Data Processors to comply with the provisions of this Law; b. to monitor and ensure compliance
with this Law -Law and the policies of the Personal Data Controller or Personal Data Processor;
c. providing advice on the impact assessment of Personal Data Protection and monitoring the
performance of the Personal Data Controller and Personal Data Processor; and d. coordinating
and acting as a liaison for issues related to the processing of Personal Data.” Paragraph (2): “In
carrying out the duties referred to in paragraph (1), officials or officers performing Personal Data
Protection functions shall take into account the risks associated with Personal Data processing,
considering the nature, scope, context, and purpose of the processing.” Paragraph (3): “Further
provisions regarding officials or officers who carry out Personal Data Protection functions are
regulated in Government Regulations.”

Article 55 paragraph (1): “Personal Data Controllers may transfer Personal Data to other
Personal Data Controllers within the jurisdiction of the Republic of Indonesia.” Paragraph (2):
“Personal Data Controllers who transfer Personal Data and those who receive transferred
Personal Data shall be obliged to protect Personal Data as referred to in this Law.”

Article 56 paragraph (1): “The Personal Data Controller may transfer Personal Data to Personal
Data Controllers and/or Personal Data Processors outside the jurisdiction of the Republic of
Indonesia in accordance with the provisions of this Law.” Paragraph (2): “In transferring
Personal Data as referred to in paragraph (1), the Personal Data Controller shall ensure that the
country where the Personal Data Controller and/or Personal Data Processor receiving the
transfer of Personal Data is located has a level of Personal Data Protection that is equivalent to
or higher than that stipulated in this Law.” Paragraph (3): “In the event that the provisions
referred to in paragraph (2) are not met, the Personal Data Controller shall ensure that there is
adequate and binding Personal Data Protection.” Paragraph (4): In the event that the provisions
referred to in paragraphs (2) and (3) are not met, the Personal Data Controller must obtain the
consent of the Personal Data Subject. Paragraph (5): “Further provisions regarding the transfer
of Personal Data are regulated in Government Regulations.”

One key provision that has major implications for post-incident communication practices is the
obligation to notify data subjects of breaches. Article 46 requires controllers to provide written
notification within 3 x 24 hours to data subjects and relevant agencies, including minimum notification
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content such as what data was exposed, when and how it was exposed, and mitigation efforts (Republik
Indonesia, 2022). However, in reality, case studies and local research show a high frequency of breach
incidents and problems in the implementation of notifications.

Many organizations choose to issue public media clarifications instead of direct notifications to
subjects, thereby causing compliance and reputation problems. Research on personal data breach cases
in Indonesia by Hartini et al. (2024) and Wibowo et al. (2024), as well as a fintech case study by Rohendi
& Kharisma (2024) noted factors causing data leaks such as procedural weaknesses and third-party
vendors, as well as the low level of incident response preparedness in many organizations, which makes
the 72-hour obligation a practical challenge for public relations in designing legally and ethically
compliant response messages.

Although the PDP Law has established a comprehensive normative framework, analysis shows a
number of implementation gaps that are relevant to communication practices. Firs#, the absence of
detailed implementing regulations for several instruments, such as the DPIA mechanism and public
notification standards, leaves room for interpretation by practitioners (Anggraini & Putra, 2025;
Mardyansyah et al., 2025); second, the Constitutional Court’s decision regarding the wording of certain
articles, such as the interpretation of Article 53, adds to the normative uncertainty in the appointment of
DPOs and their authority (Mahkamah Konstitusi, 2024); #hird, the literature recommends strengthening
the autonomy and functional immunity of data protection officials so that they can advise
communication teams without conflicts of interest (Wibowo et al., 2024). Therefore, public relations
officers need to translate the provisions of the articles into operational SOPs, such as pre-campaign
checklists, notification templates, and strict vendor contracts, while waiting for technical guidelines from
the government and derivative regulations for implementation certainty.

4.2. Compliance of Communication Ethics Principles with Legal Provisions

The principle of informed consent in communication ethics requires valid, clear, and meaningful
consent before data is collected or processed (Bisel & Mahutga, 2024; de Groot, 2024; van
Goidsenhoven & de Schauwer, 2022). This is in line with Nissenbaum’s (2004) idea that sharing norms
must be context-appropriate (Contextual Integrity) so that consent must consider the relevant actors,
attributes, and transmission principles. The PDP Law explicitly regulates the basis for processing,
including consent, in Article 20 and outlines the obligation to provide information related to consent in
Article 21 regarding the purpose, duration, recipients, etc. (Supeno et al., 2025; Syailendra et al., 2024).
In public relations practice, ethical challenges arise when consent is formalistic without substantive
information for the subject. A study by Celik et al. (2025) highlights this practice as a real problem that
reduces the quality of informed consent and calls for a reformulation of consent notifications to make
them easier to understand.

Transparency is a key ethical principle that strengthens the autonomy of data subjects (Lee & Li,
2021), which is in line with Nissenbaum (2004) who emphasizes the relevance of the context of
communication, and the PDP Law places the obligation of transparency in several articles, including
Article 31 on the recording of processing activities, Article 32 on the access rights of subjects, a 3 x 24-
hour time limit, and Article 21 on notification requirements for consent-based processing (Republik
Indonesia, 2022). In practice, public relations must include data access and copying mechanisms in
privacy policies and communication materials so that the public can verify processing (Wachid et al.,
2024). Research by Khadafi et al. (2024) found that data leaks in Indonesia indicate a lack of
transparency and delayed notifications exacerbate the reputational impact and risks for subjects. This
reinforces the need to operationalize transparency in organizational communication SOPs.

Accountability as an ethical principle requires an accountable organizational structure (van
Goidsenhoven & de Schauwer, 2022), such as the appointment of a DPO, processing logs, and audit
mechanisms, all of which are accommodated by the PDP Law in Articles 31, 34, and Articles 51 to 56
relating to the appointment of data protection officers and the obligations of controllers and processors
(Republik Indonesia, 2022). The theory of compliance and accountability shows that formal legal
obligations are effective when supported by institutional capacity (Bisel & Mahutga, 2024). Articles and
implementation guidelines emphasize the need for clear contractual clauses with vendors and internal
oversight mechanisms so that public relations teams do not act independently without legal oversight or
a DPO (Alexe & Sandru, 2021). The studies by Henriksen-Bulmer et al. (2020) dan van Landuyt et al.
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(2020) on DPIA and its implementation practices provide evidence that organizations that internalize
accountability are better able to respond to communication risks involving data.

The PDP Law normatively contains many provisions that are consistent with ethical principles of
communication such as consent, transparency, accountability, and minimization, but analytical findings
and empirical studies show a gap between formal compliance and operational practice (Syailendra et al.,
2024; Widiatedja & Mishra, 2023). Several recent studies highlight implementation constraints, including
the unclear functioning of the DPO (Aisy et al., 2025), varied DPIA mechanisms (Anggraini & Putra,
2025), and incomplete implementing regulations for notification standards and consent templates
(Triyant et al., 2025; Wibowo et al., 2024). Therefore, ethical recommendations must complement the
legal text. Public relations needs operational guidelines that translate the articles of the PDP Law into
easy-to-follow and contextual practices that bridge law and ethics so that organizational communication
is not only formally compliant but also ethically responsible.

4.3. Implementation Barriers and Ethical Dilemmas in Public Relations Practice

Various obstacles often encountered in the context of public relations are: firsz, institutional
unpreparedness and weak resources to fulfill the obligations stipulated in the PDP Law, such as in
Article 34 concerning the obligation to conduct a DPIA, Articles 35 to 39 concerning maintaining
technical security, and meeting the deadline for notification of leaks in Article 46 (Republik Indonesia,
2022). Studies by Prabowo et al. (2025) and Anggraini & Putra (2025) show that there are still several
public institutions that do not have the capability to conduct adequate DPIA or build the necessary
recording and auditing systems, making legal obligations a heavy implementation burden. The findings
of Syailendra et al. (2024) and other studies that inventory data breach cases confirm that budget
constraints, a lack of experts, and unclear technical guidelines slow down the implementation of the
operational obligations of the PDP Law (Abdillah et al., 2024; Hartini et al., 2024; Wibowo et al., 2024).

The second obstacle is the formalistic practice of consent and buried terms in privacy documents,
a problem rooted in the gap between the principle of informed consent according to communication
ethics and industry practices that prioritize administrative convenience over subject understanding (van
Goidsenhoven & de Schauwer, 2022). Articles 20 to 21 of the PDP Law regulate the basis for
processing and the information that must be provided (Republik Indonesia, 2022), but empirical
research on leaks and literature analysis indicate that consent is often given through checkboxes without
understandable explanations (de Groot, 2024), thus violating the spirit of contextual integrity according
to Nissenbaum (2004, 2009). As a result, public relations often faces an ethical dilemma, namely meeting
communication and marketing targets or postponing activities until meaningful consent is obtained, a
choice that is risky for reputation and legal compliance.

The third obstacle relates to dependence on third parties, such as vendors, advertising platforms,
or cloud providers, which complicates the controller’s control over data flows (Georgiou &
Lambrinoudakis, 2021; See & Mai, 2023). Articles 51 to 52 of the PDP Law regulate the division of
roles and responsibilities between controllers and processors and require clear contracts with sub-
processors (Republik Indonesia, 2022), but practice in the field shows that contracts are often
inadequate or not effectively monitored. Case studies of national data breaches, such as those involving
BPJS and financial institutions, reveal that vendor configuration weaknesses, cross-border data transfers
without adequate protection, and sub-processors using other services have contributed to breaches
(Admiral & Pauck, 2023; Algamar et al., 2024; Rohendi & Kharisma, 2024). This creates an ethical
dilemma for communications teams: to what extent can they rely on vendors when ultimate
responsibility remains with the controller? Best practices call for strict technical clauses and vendor
audits, but this requires legal and technical capacities that not all organizations possess.

Furthermore, gaps in implementing regulations and legal uncertainty pose serious obstacles that
result in varying interpretations by organizations. The PDP Law provides a general framework, but
many operational provisions, including DPIA standards, incident notification formats, and processing
risk thresholds, are still awaiting detailed derivative regulations (Amalia et al., 2022; Natamiharja &
Setiawan, 2024; Syailendra et al., 2024). Literature gap analysis highlights how this void causes
organizations to implement ad-hoc solutions, such as in the General Data Protection Rules (GDPR) in
the European Union (Gleim et al., 2020), which may not be in line with the essence of the PDP Law.
This uncertainty also raises ethical risks, such as public relations making communication decisions that
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are semantically legal but less ethical in the context of data subject protection (Vukovi¢ et al., 2023;
Wachid et al., 2024). Therefore, while the PDP Law establishes rights and obligations, such as the right
of access or deletion, the effectiveness of protection is highly dependent on the issuance of practical and
tested technical guidelines.

Another obstacle from the perspective of communication ethics and Solove’s (2000) privacy
damage map, is the practical dilemma when organizations must weigh public interest/corporate
communication against individual privacy risks. For example, in cases of crisis reporting, marketing
campaigns targeting vulnerable groups, or inter-agency data collaboration for public purposes (de
Oliveira-Martins & Gongalves-Sant’Ana, 2024; Devine, 2024). On the one hand, transparency and
accountability, for example by providing relevant public information, are necessary (Lee & Li, 2021;
Mager et al., 2025). On the other hand, the publication of erroneous data or summaries can lead to
dissemination, discrimination, or invasion (Shimron et al., 2022). Therefore, internal decision-making
mechanisms (ethics/data committees) involving public relations, legal, and DPOs are needed to assess
trade-offs contextually and uphold the principle of non-maleficence.

4.4. Personal Data Protection in Other Countries: A Brief Comparison

To position Indonesia’s PDP Law within the global landscape, this subsection presents a brief
comparison of personal data protection frameworks in a number of countries and regions. This
compatison highlights key legislation, the nature of regulatory approaches, and the practical implications
for cross-jurisdictional organizational communications.

4.4.1. Malaysia, Singapore, and Philippines

Malaysia implements the Personal Data Protection Act 2010 (PDPA 2010), which regulates data
processing in commercial transactions with a number of basic obligations such as access and correction
rights. Malaysia’s PDPA is older but still relevant domestically (Sholehuddin et al., 2024; Sudarwanto &
Kharisma, 2022). Singapore has the Personal Data Protection Act (PDPA 2012) which, after several
amendments, emphasizes the principle of organizational accountability and even has extraterritorial
effects for activities involving Singaporean citizens or entities CAisy et al., 2025; Khatrlie et al., 2025;
Sholehuddin et al., 2024). The Philippines regulates through the Data Privacy Act of 2012 (DPA 2012),
which established the National Privacy Commission (NPC) and requires breach notifications and
governance standards for the public and private sectors (Amiludin et al., 2024; Sholehuddin et al., 2024).
For public relations, these differences within ASEAN mean that notification requirements, contractual
standards with vendors, and transparency expectations can vary between countries, so cross-border
campaigns must be tailored accordingly.

4.4.2. South Korea and Japan

South Korea has enacted the Personal Information Protection Act (PIPA), which is one of the
most stringent data protection regimes, explicit consent requirements for sensitive processing, cross-
border transfer notification obligations, and active enforcement (Setiawati et al., 2020; Shin, 2021;
Tsamara, 2021). Japan regulates through the Act on the Protection of Personal Information (APPI),
which has undergone gradual amendments to strengthen the rights of subjects and introduce a
monitoring mechanism by the Personal Information Protection Commission (PPC). The APPI focuses
on balancing the use of data for innovation and the protection of individual rights (Oshima & Sakai,
2020; Pardieck, 2024; Tsamara, 2021). For communications practitioners, these two jurisdictions require
campaign designs that pay close attention to the context of consent, data retention, and vendor control.

4.4.3. Ireland, France, and European Union

The European Union (EU), with its General Data Protection Regulation (GDPR), has
established broad data protection standards: the principles of legality, limited purpose, strong subject
rights, DPIA for risky processing, and cross-border transfer mechanisms (adequacy, SCC, BCR) (de
Bruin, 2022; Tsamara, 2021). Ireland, through the Data Protection Act 2018 (DPA 2018), plays a crucial
role as the lead regulator for many technology companies (CAisy et al., 2025). France, with its Commission
Nationale de linformatique et des Libertés (CNIL) is known for its aggressive enforcement (Maat, 2022;
Natamiharja & Setiawan, 2024). Both countries demonstrate that formal compliance is not sufficient if
implementation is weak. The practical impact is that organizations conducting cross-EEA
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communications must prioritize DPIA, legal documentation, and readiness for audits and potential large
fines.

4.4.4. United Kingdom and Australia

The United Kingdom (UK) implemented the UK GDPR and Data Protection Act 2018 after
Brexit (DPA after Brexit), with a regime that remains very similar to the GDPR but with domestic
policy space; the Information Commissioner’s Office (ICO) continues to enforce the rules and provide
practical guidance (Erdos, 2023; Tsamara, 2021). Australia uses the Privacy Act 1988 (PA 1988), which
regulates public entities and the majority of large businesses; recently, there has been a major review and
a package of reform recommendations is underway to close modern loopholes (e.g., strengthening
subject rights and enforcement) CAisy et al., 2025; Phillips, 2024). For public relations, it is important to
understand the nuances (e.g., definition of regulated entities, revenue thresholds in Australia) and tailor
privacy notices and incident response mechanisms according to jurisdiction.

4.4.5. China dan Hong Kong

China introduced the Personal Information Protection Law (PIPL), which resembles several
elements of the GDPR (legal basis, subject rights, DPIA-like review, restrictions on cross-border
transfers) but is combined with a focus on national security and strong state control—the PIPL contains
heavy sanctions and strict data export rules (Calzada, 2022; Setiawati et al., 2020). Hong Kong has an
older Personal Data (Privacy) Ordinance (PDPO) (1995) but it has been amended (e.g., anti-doxxing)
and focuses on DPP principles. The PDPO is relatively more passive than the PIPL but still provides a
practical framework for businesses (Sudarwanto & Kharisma, 2022; Tsamara, 2021). For organizational
communications, the PIPL requires extra caution regarding data transfers, storage on domestic servers,
and strict contractual compliance.

4.4.6. United States

The United States (US) does not have a single comprehensive federal law; its approach is sectoral
(Health Insurance Portability and Accountability Act (HIPAA), Gramm-Leach-Bliley Act (GLBA),
Children’s Online Privacy Protection Act (COPPA), etc.) plus a growing number of comprehensive
state laws—California leads with the California Consumer Privacy Act (CCPA)/California Privacy
Rights Act (CPRA), which grants rights of access, deletion, opt-out of data sale or rental, and the CPRA
strengthens enforcement through the California Privacy Protection Agency (CPPA). As a result, global
companies often adopt a combination of practices (de Bruin, 2022; Determann & Tam, 2020; Maharani
et al., 2025; Tsamara, 2021). For public relations, the practical implication is the need for multi-layer
compliance: meeting state requirements as well as federal sectoral rules, and maintaining nationally
consistent documentation and incident response procedures.

Table 3. Comparison of Global Personal Data Protection

Implications for Organizational

Country  Regulations Characteristics C .o,
ommunication

Malaysia PDPA 2010 Focus on commercial Notification and consent must be
transactions; fundamental tailored to the business context.
rights of data subjects.

Singapore PDPA 2012 Organizational Concise privacy notice and strong
accountability, internal governance.
extratertitorial effects.

Philippines ~ DPA 2012 Independent authority, Leak response readiness and
incident notification. communication documentation.

South PIPA Highly protective, strict Explicit consent and strict vendor

Korea enforcement. control.

Japan APPI Balance of innovation and ~ Transparency of purpose and clear
protection. data retention.

Ireland DPA 2018 Lead regulator for DPIA and crucial compliance
technology companies. documentation.

France CNIL Active enforcement and Accuracy of public messages and
strict sanctions. substantial compliance.
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Australia PA 1988 Entity thresholds, ongoing  Cross-sector privacy policy
reform. adjustments.

China PIPL Strict, state control, cross-  High caution on data exports and
border transfers. public messages.

Hong Kong PDPO Traditional principles, anti-  Aggregation/anonymization in
doxxing, communication.

UK UK GDPR + Similar to post-Brexit DPIA compliance and ICO

DPA after Brexit GDPR. guidance.

EU EU GDPR Global standards, strong Global baseline for cross-border
subject rights. campaigns.

[N CCPA/CPRA Patchwork, consumer Multi-layer compliance and clear
focus. opt-out.

Source: From Various Literature.

Broadly speaking, Indonesia’s PDP Law has adopted a normative framework that is in line with
international practices, such as recognition of data subject rights, division of roles between controllers
and processors, DPIA obligations, and breach notification, so that in terms of design it resembles many
of the principles applied in jurisdictions such as the EU or Singapore (Algamar et al., 2024; Sholehuddin
et al., 2024). However, practical comparisons reveal important differences, namely that the EU through
the GDPR and countries with established supervisory authorities excel in enforcement mechanisms,
detailed technical guidelines, and deterrent fines (Maharani et al., 2025; Natamihatja & Setiawan, 2024).

On the other hand, some regimes such as China’s PIPL emphasize cross-border controls and
stricter data localization requirements (Calzada, 2022), while the US faces a federal-state patchwork (e.g.,
CPRA) that demands a multi-layer compliance strategy (Determann & Tam, 2020). Singapore and the
Philippines stand out for their organizational accountability obligations and the active role of their
private authorities (Amiludin et al., 2024; Kharlie et al., 2025). The implications for organizational
communication practices in Indonesia are twofold: (1) The PDP Law provides a strong modern legal
foundation for improving ethical practices (informed consent, transparency, minimization), but (2) its
effectiveness will greatly depend on the issuance of technical regulations, enforcement capacity, and
institutional readiness, areas in which lessons from the EU’s GDPR, Singapore’s PDPA, and China’s
PIPL can be used as adaptive references.

4.5. Ethical and Policy Recommendations

Operational recommendations for public relations units are to implement privacy by design in all
communication activities, from the design of registration forms to post-campaign evaluation, with
reference to the obligations of minimization and basic processing information (Articles 20-21 of the
PDP Law) as well as technical or organizational obligations. Concrete practices include: (a) a concise
privacy notice on every communication asset; (b) granular consent options (marketing vs. research); (c) a
data breach notification template that complies with Article 46 of the PDP Law; and (d) a pre-campaign
DPIA checklist to assess privacy risks.

These recommendations are supported by the theories of contextual integrity and privacy harms,
which highlight the importance of contextualization and risk mitigation (Nissenbaum, 2009; Solove,
2006), as well as by empirical analyses of organizational readiness in Indonesia that highlight issues of
formalistic consent and incident response readiness (Hartini et al., 2024; Wibowo et al,, 2024).
Internationally, DPIA practices and subject rights summaries in the EU GDPR, as well as organizational
accountability principles in Singapore’s PDPA, serve as useful technical references for solidifying these
operational measures (CAisy et al., 2025; Georgiou & Lambrinoudakis, 2021).

Recommendations for internal governance and vendor management with organizational
measures must strengthen accountability structures by appointing independent data protection officers,
establishing processing logs and internal audits, and strict contractual clauses for processors and sub-
processors. Best practices include granting functional authority and immunity to DPOs to reject or
review risky campaigns, audit rights over vendors, and data destruction provisions after the contract
expires. Implementation studies in several ASEAN countries and analysis of leakage cases in the
financial sector show that organizations that adopt strong governance and clear vendor clauses respond
significantly faster to incidents and minimize reputational impact (Algamar et al., 2024; Sholehuddin et
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al., 2024). The recommended operational policy is to implement a contract clause template that covers
audit rights, purpose restrictions, and 24-72-hour incident notification, followed by SOPs for
coordination between public relations, legal, and DPO, and periodic incident response drills.

Policy recommendations for national policymakers: expedite the issuance of implementing
regulations detailing DPIA mechanisms, including risk threshold standards and report formats, practical
data breach notification formats in accordance with Article 46, and technical security guidelines in
Articles 35 to 39 of the PDP Law. In addition, strengthen the independent supervisory authority with
enforcement capacity and resources, and issue sectoral guidelines (e.g., health, finance, education) that
respond to specific sectoral public communication needs.

International lessons demonstrate the benefits of two things: (1) the EU GDPR exemplifies how
DPIA and sanction mechanisms drive substantial compliance (Georgiou & Lambrinoudakis, 2021); (2)
Singapore and Ireland exemplify the importance of practical guidelines and ease of regulator-industry
collaboration (Aisy et al., 2025). On the implementation side, transitional policies (capacity building for
MSME:s, free templates, DPO training funding) will help close the resource gap identified in local
studies. Finally, policy recommendations include harmonizing cross-border transfer mechanisms
(SCC/adequacy style) to facilitate cross-border organizational communication without compromising
data subject protection.

5. Conclusion

This study shows that the PDP Law in Indonesia has provided a comprehensive normative
framework for regulating organizational communication practices, including the rights of subjects
(Articles 30—45), the obligations of controllers or processors and contractual obligations (Articles 51—
52), DPIA (Article 34), technical or organizational obligations (Articles 35-39), appointment of data
protection officers (Articles 53-56) and breach notification (Article 46). However, findings show a gap
between legal norms and operational practices: issues of formalistic consent, vendor dependency,
institutional resource constraints, and unfinished implementing regulations pose implementation
challenges and ethical dilemmas for public relations. Therefore, despite a strong legal foundation, the
effectiveness of data protection in communication practices is highly dependent on the
operationalization of contextual ethics and institutional capacity.

Practical advice and policies are as follows: at the organizational level, public relations must
implement privacy by design by using a pre-campaign DPIA checklist (Article 34), a concise privacy
notice and granular consent options (Articles 20-21), a 72-hour notification template (Article 40), and
incident response SOPs involving the DPO/legal department. Strengthen vendor governance with strict
contractual clauses (Articles 51-52) and periodic audits. At the public policy level, the government
needs to immediately issue implementing regulations detailing DPIA standards, notification formats,
and technical security guidelines (Articles 35-39), as well as strengthen supervisory authorities through
resources and sectoral guidelines. In addition, capacity building programs (free templates, DPO training
for MSMEs, practical guidelines for public relations) and cross-border transfer harmonization will
accelerate compliance and close the gap between the law and ethical communication practices.
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